Application Note #4427 GALIL

Using Galil software on 32-bit Microsoft Vista Operating Systems

Introduction

Galil software now supports the new 32-bit Microsoft Vista operating system. This
application note will cover the salient details regarding installation, operation and other
variations from using Galil software in Windows XP.

The major change in Windows, with regard to Galil software, is the addition of a security
mechanism called “User Account Control”, or UAC. This security functionality is
pervasive to the entire operation of Vista: from installation of drivers, to the editing and
organization of the windows registry, to access and write privileges of files. The purpose
of UAC is to provide a high level of security and to ensure that only certain applications
are allowed to operate with administrator privileges. Any application attempting to
launch with administrator privileges will invoke a warning from the operating system.
There are times when Galil software should be run in administrator mode, and times
when it need not be. For example, one function of the Galil software that should be
run in administrator mode is windows registry edits. Instances are outlined below.

Instructions for disabling UAC, if desired, are also below.
Ethernet Controllers: the Windows firewall has been changed in Vista in a manner

which effects Ethernet based communications on Galil controllers. These details are
covered in the Ethernet section below.
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Software Outline

The following is a list of the software addressed in this application note and the Vista
compatible versions.

Software Module Description Version
glwdmpci.sys Galil PCI driver (Bundled in installers) 7.0.37.0
SmartTerm Galil Terminal 6.1.7
DMCWin32 Programmer’s Toolkit for C/C++, etc 7
VS2005 .NET NET API Framework 2 2.0.0.2
VS2003 .NET NET API Framework 1.1 (Limited, see below) 1.2.1
Setup32 Setup Application for Galil parameters 4.7
Ver. 7 Drivers Stand-alone drivers -
WSDK32 Windows Servo Design Kit 5.22
DMCOCX32 Active X Toolkit 4.0
CadToDmc DXF to DMC converter 5.01
Ecam32 Electronic Cam setup utility 3.0.0
HPGLTODMC HPGL to DMC file translator 2.04

Installation (generally applicable to installs)

When installing a software module “setup.exe”, Vista will automatically attempt to
elevate the UAC level to administrator (Figure 1). This is correct behavior for installer
files. The setup file must be run as administrator to correctly install.
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Uzer Account Control

x|
i

User Account Control stops unauthorized changes to your computer,
The source and purpose of this program are unknown, Don't run the program
unless you have used it before or know where it's from.

1 setup.exe
D- Unidentified Publisher

= Cancel

[ don't know where this program is from or what it's for,

<+ Allow
[trust this program because I've used it before or I know where it's
from.

! Details

Figure 1. Choose Allow when prompted to install a Galil module.

Follow the Galil installation instructions and be aware of the following dialog.

Installation Infermation
While inztaling this praduct, pau may receive the following erar:

Errar 1931, The Windows installer Service cannot update the systen
file ...\ hodboit3Z. dll because the file iz protected by Windows. You
may need to update pour operating systern for thiz program bo wark,
correctly,

If wou receive this emor, click the Ok button and continue to install the product.
Do ot cancel the ingtallation.  The installation will succesfully ingtall the product
if you click the Ok buttan.

Figure 2. This dialog describes a rare but benign error that should be ignored if encountered.

The Galil installer will progress until it begins to install communication drivers. A
Windows security dialog (Figure 3) will inform the user that the driver’s publisher is
unverified. Click “Install this driver software anyway” to continue.
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i Windows Security [=5]

@ Windows can’t verify the publisher of this driver software

< Don't install this driver software

You should check your manufacturer's website for updated driver software
for your device,

< Install this driver software anyway

Only install driver software obtained from your manufacturer's website or
disc. Unsigned software from other sources may harm your computer or steal
information.

The driver software you're attempting to install does not have a valid digital signature that
verifies who published it, and could potentially be malicious software. You should only
install driver software from publishers you trust. How can [ decide which device software is
safe to install?

Figure 3. Click “Install this driver software anyway” to install Galil drivers.

The rest of the install process should proceed normally. Restart the PC after installation
when prompted.

A note on UAC and Registry Virtualization

When running Galil applications under Vista, there are two pertinent options for UAC:
standard user mode or administrator mode. During most usage, the various applications
can be run in standard mode. Running as administrator will allow the applications to run
identical to the Windows XP experience.

One function of the Galil software that should be run in administrator mode is
windows registry edits. Whenever a controller is added to the windows registry, or
when registry characteristics are updated (baud rate, description, etc) the given software
should be run in administrator mode. This will allow the Windows registry to be
referenced correctly. When launching an application in administrator mode, the user will
be prompted with a UAC warning (Figure 1). Plug and play devices (PCI and USB) will
install in the windows registry automatically without the need to elevate an application to
administrator (other than during initial driver install, Figure 3).

Unexpected but non-harmful registry duplications can occur if the registry is edited from
an application that does not have administrator privileges. This is a result of Vista’s
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Registry Virtualization, which causes reads and writes to HKEY_LOCAL_MACHINE to
be redirected to HKEY_CURRENT_USER. See appendix for further details.

To run an application in administrator mode one time, right click its icon and choose
“Run as administrator” (Figure 4, left). This should be done whenever an Ethernet or
Serial controller is registered or any controller’s registry parameters are changed. To run
an application in administrator mode at all times, navigate to the executable file in
C:\Program Files\Galil\ and open its properties by right clicking its icon and choosing
properties.  Under the Compatibility tab check the “Run this program as an
administrator” checkbox (Figure 4, right).

5‘ DMCTERM.exe Properties @

Opfﬂ General | Compatibility | Security | Details I Previous Versions |

T E un a5 administrator Fyou have problems with this program and it worked comectly on
an earlier version of Windows, select the compatibility mode that
x matches that earier version.
Pin to Start Menu
Compatibility mode
Add to Quick Launch bty made for’

Restore previous versions

Settings

Send To b Run in 256 colors
Run in 640 x 480 screen resolution
c ut Disable visual themes
C Disable desktop composition
opy Disable display scaling on high DP| settings

Privil Level

Create Shortcut ieaE teve
| Run this program as an administrator

Delete
an ame 1) Show settings for all users |
Properties Cancel ok

Figure 4. Two methods for running an executable as an administrator.

Another feature of UAC is that it does not allow non-administrator applications to write
to C:\Program Files. For example, the terminal logging function in WSDK attempts to
create a log in C:\Program Files\Gali\WSDK\. With WSDK run as administrator, the
data is written as expected (Figure 5). If run without administrator privileges, Windows
will capture and prevent the write without indicating this blockage to the user.

Galil SDK Information ==

a . Your terminal log has been saved in the file C:\PROGRAM
' FILES\GALILAWSDENTERMLOG.TXT.

Figure 5. WSDK dialog reporting log written. Only when WSDK is run as administrator is this
message valid.
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Deactivating UAC

In order to de-activate UAC and have all applications run as administrator without
warning, open a run dialog by typing the windows key and “r” simultaneously. Type
“msconfig” and click “OK” (Figure 6).

=7 Run ==

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: mscu:-nfig| -

| ok || cence || Browse.

Figure 6. Run dialog to open Microsoft Configuration.

In the tools tab of the msconfig utility choose “Disable UAC” and click “OK” (Figure 7).
LI system Configuration ==

| General I Boot | Services I Startup | Tools |

Tool Name Description *

Security Center View and configure the security essentials for your computer,

System Properties View basic infarmation about your computer system settings.

Internet Options View Internet Explorer settings.

Internet Protocol Configurat... View and configure network address settings.

Performance Monitor Manitor the reliability and performance of local or remote computers. =

Task Manager View details about programs and processes running on your computer,

Disable UAC Disable User Account Contral (requires reboot). | &

Enable UAC Enable User Account Control (requires reboot).

Cammand Pramnt Onen a command nromnt window. i

| m | 3
Selected command:

C:\Windows'\System32amd. exe k Sewindir 96\System32yreqg.exe ADD HKLM\SOFTWARE \Microsoft\Windows

o) Caa ][ 5

Figure 7. Dialog to disable the Vista UAC.

Restart the PC. Programs should now auto-elevate to administrator at all times without
querying the user.
Disabling Vista Firewall for Ethernet Controllers

To use Ethernet communications with Galil controllers, the Vista firewall must be
disabled.
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In the Vista Taskbar, double click the Windows Security Icon (Figure 8).

Windows Security Alerts

Wy 1101 AM

Figure 8. Windows Security Icon

In the left hand pane, click “Windows Firewall” and then “Turn Windows Firewall On or
Off”. Choose the off radio button and click “Apply” (Figure 9).

9 Windows Firewall Settings @

-

General |Exr_epﬁuns | Advanr_edl

Windows Firewall can help prevent hackers or malidous software from gaining
access to your computer through the Internet or a network.,

l.a.l i@ :0n (recommended):
L

This setting blocks all outside sources from connecting to this
computer, except for those unblodked on the Exceptions tab.

[] Block all incoming connections

Select this option when you connect to less secure networks. All
exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

l.w.l (") Off (not recommended)
-

Avoid using this setting. Turning off Windows Firewall will make this
computer maore vulnerable to hackers or malicious software.

Tell me more about these settings

K ] [ Cancel Apply

Figure 9. Windows Firewall configuration screen

Once the Vista Firewall is disabled, Ethernet communications can operate.
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Other Ethernet Considerations

Upon clicking “Find Ethernet Controllers” the “Select an Ethernet Controller” dialog
opens behind the application window. This is due to Vista placing the focus back on the
application window, obscuring the open dialog. To bring the window back to the front,
click its tab in the task bar.

MS Telnet and MS Hyperterm have been removed from the standard Vista installation.

Program-Specific Details:

CADtoDMC: When running CADtoDMC without administrator privileges, DXF files
should be stored in a writable location, such as “Documents”. For the sample DXF files
in C:\Program Files\GaliNCADtoDMC\DXF\ the conversion file will not be written and
no errors will be generated. When running in administrator mode, this issue is not
relevant.

VS2003 .NET: Microsoft has elected not to support Visual Studio 2003 and 2002 on
Vista, so development with this API is unsupported. If the .NET framework 1.1 is
installed, binaries should still function.

VS2005 .NET: Upon installation, a warning may be generated reporting that
dexplore.exe can not be located. This only prevents the readme file in the installer from
displaying — it does not affect normal usage.

Note: Applications compiled on a Vista machine are also subject to the UAC. The
following dialog box can be expected when running Visual Studio binaries.
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-

Dpen File - Security Warning @

The publisher could not be verified. Are you sure you want to
run this software?

E Mame: ..licationl\bin\DebugWindowsApplicationl.exe
Publisher: Unknown Publisher
Type: Application

From: Ch\Users\DhDesktop'wisual_basic_2005_express-...

Bun ]| Cancel |

Always ask before opening this file

K ¥ | This file does not have a valid digital signature that verfies its
g publisher. You should only run software from publishers you tnust.
¥ How can | decide what softwars to un?

Figure 10. Warning upon running compiled Visual Studio Application.

DMCSetup: The DMC Setup utility will always be run in administrator mode.
Furthermore, after running Setup for the first time, the user may be shown a “Program
Compatibility Assistant” dialog remarking that the software may not be installed properly
(Figure 11). This message can be disregarded.

| Program Compatibility Assistant @
This program might not have installed correctly

If this program didn't install correctly, try reinstalling using settings that
are compatible with this version of Windows.

Prograr: Setllp Utility for Galil Metion Controllers
Publisher: Galil Motion Control, Inc,

Location: C:\Program Files\GalihDMCSetup DMISUS2.EXE

% Reinstall using recommended settings

< This program installed correctly

Cancel

iﬂ] What =settings are applied?

Figure 11. Possible Error Dialog seen after running DMCSetup for the first time.
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WSDK: When using the log function in the terminal mode, the application should be run
as an administrator. This is so that the application may write to its log file in C:\Program
Files\GalilWSDK\. Without administrator privileges, the log will not be saved.

Appendix — Removing Duplicate Registry Copies

If a program such as SmartTerm is opened without administrator privileges and the
registry is then edited, duplicate copies of registry keys can be created. When added
from an application run in administrator mode, registry keys are written to:
HKEY_LOCAL_MACHINE\SOFTWARE\Galil\

When created from an application run in standard-user mode, registry keys are created in
4 places:
HKEY_CLASSES ROOT\VirtualStore\MACHINE\SOFTWARE\Galil\

HKEY_CURRENT_USER\Software\Classes\VirtualStore\MACHINE\SOFTWARE\Galil

HKEY_USERS\S-1-5-21-2179211232-81806863-2703696246-
1000\Software\Classes\VirtualStore\MACHINE\SOFTWARE\Galil\

HKEY_USERS\S-1-5-21-2179211232-81806863-2703696246-1000_Classes
\VirtualStore\MACHINE\SOFTWARE\Galil\

Note: The path key “S-1-5-21-2179211232-81806863-2703696246-1000" in the last two above
is variable, and will vary on different machines.

If controllers are added to the registry in standard-user mode and undesired registry
behavior is experienced, deleting just the controllers in

“HKEY_CLASSES ROOT\VirtualStore\MACHINE\SOFTWARE\Galil\” is sufficient to
remove the improperly added keys. The controllers can then be re-added to the registry through
an application run in administrator mode.

Galil does not currently support 64-bit Vista nor ISA-based cards on MS Vista 32.

Galil Software on www.galilmc.com

http://www.galilmc.com/support/download.html
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