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Creating a Custom Ethernet Communication Interface to a Galil Controller

For most applications, the standard GalilTools communication libray or API (Application
Programming Interface) provides the best method of communicating from either a
Windows or Linux computer to a Galil controller. The GalilTools communication library
provides calls such as “Command()” and “ProgramDownload()” that provide a wrapper
to make it easier for a programmer to get up and running in their language of choice (C#,
C++, VB, LabVIEW, etc...). The GalilTools communication library handles the lower
level driver functions and communication protocols so that the programmer doesn’t have
to. However, there are some situations in which it is necessary or required to
communicate to a Galil controller without using the GalilTools communication library.
This application note will discuss what a user should be aware of when creating their own
communication interface.

Part | — Standard Communication

1) Opening a Socket

Most programming languages that have an Ethernet interface have an “OpenSocket”
type of function that will handle establishing the UDP or TCP/IP connection. The
arguments will usually be the IP address of the device you are connecting to as well as
a port number. For a standard connection to a Galil controller, the user should connect
on port number 23 (Telnet). Other port numbers are allowed such as those above port
1000 when needed for special applications. See the IK command for more info.

2) Sending a Command
Once a socket is established, the user will need to send a Galil command as a string to
the controller (via the opened socket) followed by a Carriage return (0x0D).

3) Receiving a Response

The controller will respond to that command with a string. The response of the
command depends on which command was sent. In general, if there is a response
expected such as the “TP” Tell Position command, the response will be in the form of
the expected value(s) followed by a Carriage return (0x0D), Line Feed (0x0A), and a
Colon (). If the command was rejected, the response will be just a question mark (?)
and nothing else. If the command is not expected to return a value, the response will be
just the Colon (©).
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4) Closing the Socket

The socket should be left open during general operation to send/receive commands. In
order to close the connection, the programming language should have a “CloseSocket”
that will close the TCP/IP connection to the controller.

Notes:

1) A single command should not exceed 80 characters, however multiple commands
can be grouped together in a single packet by separating them with semicolons.

2) Packet size should not exceed 450bytes

3) See the Appendix of this document to see example pack ets of sending commands
and receiving responses

Part 2 — Advanced Communication
There are some cases where a second type of communication is necessary and the data
from the controller is “unsolicited”. The two types of situations this occurs is:

1. Data Record output from controller (DR command) over UDP. The Data
Record is an internal block of information that can be output by the controller at
a regular rate via a UDP handle. The structure for this block of data is specified
in Chapter 3 of the controller’s User Manual. The size of the packet depends on
the model of the controller and the number of axes. A dedicated UDP handle
(socket) should be opened to the controller to receive these packets and process
them. The DR command is used to specify the update rate and which handle to
direct the Data Record packets to. See the Appendix for a sample DataRecord
packet.

2. Messages sent from a program executing on the controller. A program such as

this:

#A

MG “Hello”

WT100

JP#A
will output the message “Hello” every 100msec. The best way to receive these
unsolicited messages is by opening a dedicated socket for them and directing
the output via the CF command. There is a data adjustment bit (CW1) that can
be set so that these messages have their most significant bit set high. This is a
way that can be used to differentiate these messages from a standard command
response and is especially useful if the unsolicited messages are sent out the
same socket as the command responses (not recommended).

3. EI Event Interrupts (Accelera controllers). The EI command allows the user to
generate a UDP interrupt message with a specific status byte based on an
interrupt condition. Some examples of interrupt conditions are a motion
complete event, limit switch trigger, excess position error, digital input, or a
user generated interrupt (Ul). The complete list of events as well as the status
byte value is shown in the Command Reference of the controller.
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Appendix
For more information on setting up the Controller Ethernet Network, see this article:
http://www.galilmc.com/techtalk/motion-controllers/ethernet-network-guide-for-connecting-galil-controllers/

The following sections shows the raw packets that are exchanged between the host and
controller for informational purposes. In most cases, understanding the communication
at the packet level is not necessary.

Appendix A: Sending TP (Tell Position) from Host
Packet Capture of sending TP\r

Frame 77: 57 bytes on wire (456 bits), 57 bytes caprured (456 bits)
Ethernet II, Sre: Gve 8B:icc:25 (00:¢0:aB:88:4¢:25), Dst: Galilmor_20:0a:hs (00:50:4¢:20:0a:h5)
® Destination: GalilMot_20:0a:bs (00:50:4C:20:0a:h5)
® source: Gvc_BB:cc:25 (00:c0:a8:88:cc:25)
Type: IP (0x0800)
= Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 1562.168.1.2 (192.168.1.2)
version: 4
Header length: 20 hbytes
pifferentiated services Field: 0x00 (DSCP 0x00: pDefault; ECM: 0x00)
Total Length: 43
Identification: Ox7455 (29781)
Flags: 0x02 ¢Don't Fragment)
Fragment offset: O
Time to Tive: 128
Protocol: TCP (6]
Header checksum: 0x0324 [correct]
Source: 182.168.1.1 (192.168.1.1)
Destination: 192.168.1.2 (102.168.1.2)
Transmission Control Protocol, src Port: fast-rem-serv (2495), Dst Port: telnet (23], Seq: 142, Ack: 326, Len: 3
source port: fast-rem-serv (2495)
pestination port: telnet (23)
[stream index: 2]

=

5

5

=

Sequence number: 142 (relative sequence number)
[Mext sequence number: 145 (relative sequence number)]
Acknowledgement number: 326 (relative ack number)

Header Tlength: 20 bytes
®m Flags: 0x18 (PsSH, ACK)
window size: 48827
® checksum: 0x03ad [correct]
® [sEq/ack analysis]
Talnet
Data: TPy

0000 00 50 4C 20 0a b5 00 O aB 83 cC 25 08 00 45 00 PL cuus o EGGE
0010 00 2b 74 55 40 00 80 06 03 24 c0 a8 01 01 <O a8 i T
0020 01 02 09 bf 00 17 64 08 Of 74 00 3a 8b 30 50 18 PR S
0030 be bb 03 ad 00 00 54 50 od ... TR

Receiving Response from controller of position -46, 96

# Frame 78: 66 hytes on wire (528 hits), 66 bytes captured (528 bits)
= Ethernet 1I, Src: GalilMot_20:0a:h5 (00:50:4c:20:0a:h5), Dst: Guc_88:cc:25 (00:c0:aB:88:cc:25)
= Destination: GwC_88:cc:25 (00:c0:aB:88:cC:25)
Address: Guc_88:cc:25 (00:c0:aB:88:0C:25)
....... O evr vive vene wvn. =16 bit: Indiwvidual address (unicast)
eeve w200 e s aeee e = LG bt Glohally unigue address (Factory default)
= source: Galilmot_20:0a:h5 (00:50:4<:20:0a:h5)
Address: GaliTMot_20:0a:b5 (00:50:4c:20:0a:h5)
....... O vevs vivs wene wv.. = IG bit: Individual address (unicast)
P . = LG bit: Globally unigue address (factory default)
Type: IP (0x0DB00)
Trailer: oo
= Internet Protocol, src: 182.168.1.2 (192.168.1.2), Dst: 192.168.1.1 (192.168.1.1)
version: 4
Header length: 20 bytes
pifferentiated services Field: 0x00 (DSCP 0x00: Default; ECH: Ox00)
Total Length: 51
Identification: 0x0046 (700
Flags: 0x02 (Don't Fragment)
Fragment offset: o
Time to Tiwve: 128
Protocal: TCP (6)
Header checksum: 0x772b [correct]
Source: 192.168.1.2 (192.168.1.2)
Destination: 192.168.1.1 (192.168.1.1)
= Transmission Control protocol, Src Port: telnet (237, Dst port: fast-rem-serv (2495), Seq: 326, ack: 145, Len: 11
source port: telnet (23)
pestination port: fast-rem-serv (2495)
[stream index: 2]

&

B

&

Seguence number: 326 (relative seguence number)
[Mext sequence number: 337 (relative seguence number)]
Acknowledgement number: 145 (relative ack number)

Header length: 20 hytes
# Flags: Ox18 (PSH, ACK)
window size: 450
® Checksum: 0x2128 [correct]
# [SEQ/ack analysis]
= Telnet
Data: -46, 9&yryn
Data: :
0000 00 c0 a8 88 cc 25 00 50 d4c 20 0a b5 08 00 45 00 ..... %.P L ....E.
0010 00 33 00 46 40 00 B0 06 77 2b <O aB 01 02 <O a8 CILOFEL L WL
0020 01 01 00 17 09 hf 00 32 8b 30 64 08 OF 77 50 18 P« L= Y
0030 01 2 21 28 00 00 20 2d 34 36 2c 20 39 36 Od Qa S0 - 46, 96,
0040 3a 00 HY
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Appendix B: Initiating a Connection from host to controller (3 packets)

The simplest example is when both devices already have a static IP address assigned. In
the case shown here, the host has an IP address of 192.168.1.1 and the Galil controller
has an IP address of 192.168.1.2. The following 3 packets show the sequence of the host
requesting a connection (setting SYN=1), and then the controller acknowledging the
request with a SYN=1 and ACK=1, and finally the host responding with an ACK=L1.
NOTE: This is part of the standard TCP/IP protocol — these packets should be generated
automatically as part of the “OpenSocket” type of function provided by the programming
languages TCP/IP socket interface. They are shown here for reference purposes only.

% Realtek RTLB139 Family Fast Ethernet Adapter, - Wireshark FEX

File Edit View Go Cepture Mnslyze Stafistis Telephony Tooks Help

Seoee PdXTE AesaTi|EE QA #ERE B

Flter > Expression... Clear Apply
rio, Time: Source Destination Info Protocol &
1 2 net [ >
60.000112 192.168.1.2 192.168.1.1 Telnet » oroove [SYN, ACK] Seq=0 ACK=1 win=450 LTCP
70.000029 192.168.1.1 192.168.1.2 aroove » telnet [ACK] Seg=1 Ack=1 win=49152 Len-TcP ¥
3
rame 5: 62 bytes on wire (496 bits), 62 byres captured (496 bits)
thernet II, Src: GvC_88:cc:25 C00:c0:a&:i88:cci25), Dst: Galiluor_20:0a:hs (00:50:4c:20:0a:bs5)
nternet protocol, src: 102.168.1.1 (102.168.1.1), Dst: 102.168.1.2 (182.168.1.2)
= Transmission Control Protocol, Sre Port: groove (2402), Dst Port: telnet (23), seq: 0, Len: 0
Source port: groove (24923
pestination part: telret (23)
[stream index: 0]
Seguence number: @ (relative sequence number]
Header length: 28 bytes
= Flags: 0x02 (SYN)
000. .... .... = Reserved: not set
.. = nonce: mot set
congestion window Reduced (CwR): not set
ECn-Echo: Mot set
Urgent: WOt set
Acknowledgement : Mot set
Push: Not set
RESET: NOT SetT
syn: Set
.0 = Fin: Not set
window 152
® Checksum: 0x6402 [correct]
@ options: (8 byres)
0000 00 50 4C 20 0a b5 00 €O aB 88 cc 25 0% 00 45 00
0010 00 30 74 23 40 00 80 06 03 51 cO a8 OL 01 <0 a8
0020 01 02 09 he 00 17 d4 9b fd §9 00 00 00 00 70 02
0030 O 00 64 02 00 00 02 04 05 bd 01 0L 04 02
@ | Fie: "C:\DOCUME 1 johnh|LOCALS~1{Templwir... | Packets: 79 Displayed: 78 Marked: 0 Dropped: 0 Profie: Defaul:
7 Realtek RTLB139 Family Fast Ethernet Adapter - Wireshark EEX
Ele Edt Vew Go Captwe Anslyzs Statstis Telephony Iook el
SEepe BEEAXSE AesanTL|BE QAQQHO BB E B
Flter ~ Expression... Clar Apply
tio Source Destination Tnfo Protocal 4
groove > telnet [S¥N] Seq=0 win=49152 Len=0 MSS-TCP
112 telne Sy i >
70.000029 192.168.1.1 182.168.1.2 aroove > telnet [ACK] Seg=l Ack=l win=49152 Len:TcP ¥
>
rame 6: 60 bytes on wire (480 bits), 60 byres captured (480 bits)
thernet II, src: Galilmor_20:0a:h5 (00:50:4c:20:0a:h5), DSt: Guc_88:cc:25 (00:C0:aB:88:cc:2s)
Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 192.168.1.1 (192.168.1.1)
- Transmission Control pProtocol, Src Port: telnet (23), Dst Port: groove (24927, Seq: 0, Ack: 1, Len: 0
Source port: telnet €23)
Destination port: groove (2492)
[stream index: 0]
Sequence number: O (relative sequence number)
acknowledgement number: 1 Crelative ack number)
Header length: 24 bytes
=/Flags: 0x1Z (S¥N, ACK)
000. reserved: NoU set
Nance: MO set
Congestion window Reduced (CWR): NOT set
ECN-Echo: Not set
Urgent: Not set
Acknowledgement : Set
Push: Not set
RESET: NOT set
syn: set
= Fin: not set
window size: 450
um: Oxccee [correct] -

© 4 buracy

0000 00 <O a8 88 cc 25 00 50 4C 20 0a b3 08 00 45 00
0010 00 Zc 00 2a 40 00 80 06 77 4e cO a8 Ol 02 O a8
0020 01 0L 00 17 09 bc 00 3a 62 42 o4 9b fd 5a 60 12
0030 01 c2 cc 6e 00 00 02 04 02 00 00 00

@ | File: " Ci\DOCUME~ L\iohrh|LOCALS~1\Templwir.. | Packets: 79 Displayed: 79 Marked: 0 Drapped: 0 Profile: Defaul:
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"% Realtek RTLB139 Family Fast Ethernet Adapter - Wireshark

Ble Gt Mew Ge Ceore fnober Sates Tekchory Lok beb
Buoee EAXZEE A+ TFR/EE QAQQAO BB % B

Ficer: | |~ Expression... Clar apply

i, Time Source Destination Info Protocol A

2 > telnet [ACK] S
] 2

Frame 7: 54 bytes on wire (432 bits), 54 hyTes captured (432 bits)
Ethernet IT, Src: Gvc 88:cc:25 (00:<0:aB:88:icc:25), Dst: GalilMot_20:0a:b5 (00:50:4c:20:0a:h5)
Internet Protocol, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.2 (192.168.1.2)
© Transmissien contral Protocol, src Port: groove (2492), bst Part: telnet (23), Seq: 1, ack: 1, Len: O
source port: groove (zd492)
pestination port: telner (23)
[stream index: 0]
sequence number: 1 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
B Flags: 0x10 (ACK)
Q00. ... .... = Reserved: NOT set
.. Nonce: Mot set
ongestion wWindow Reduced (CWR): Not set
CN-Echo: NOt set
rgEnt: ot set
cknowledgement : sat
ush: Mot set
eset: NOoT set
. yn: NOt set
........... 0 = Fin: not set
window size: 49152
Checksum: o [correct]
Ry R O |

0000 00 50 4c 20 0a b5 00 cO 48 88 cc 25 08 00 45 00
0010 Q0 28 74 24 40 00 80 06 03 58 O a8 Ol 01 <0 a8
0020 01 02 09 bc 00 17 dd 9b fd 5a 00 3a Ge 43 50 iy
0030 €O 00 22 39 00 00

@ | Acknowledgemert (tep flags.ack), 1 byte Fackeks: 79 Displayed: 73 Marked: 0 Dropped: 0 Profile: Defaul:

Appendix C : Data Record Packet on DMC-4020 (sent via UDP from controller)

"4 Realtek RT1.8139 Family Fast Ethernet Adapter - Wireshark
File Edit Wiew Go Capture Analyze  Statistics Telephony Tools  Help

Buodee BEEXEE AesnTLIEE QQQARN DS % H

Filter:| |v Expression... Clear Apply

Mo, Tirne Source Destination Info Protocal
2206 0,001953 192.168.1.2 192.168.1.1 Source port: 60007 Destination port: dirgis uopP
2207 0.001958 19%2.168.1.2 152.168.1.1 Source port: 60007 Destination port: dirgis uDP
2208 0.001946 192.168.1.2 192.168.1.1 Source port: 60007 Destination port: dirgis uopP
2208 0,001959 192.168.1.2 192.168.1.1 Source port: 60007 Destination port: dirgis uopP
2210 0,001953  192.168.1.2 192.168.1.1 Source port: 60007 Destination port: dirgis uoP
2211 0.001948 152.168.1.2 152.168.1.1 Source port: 60007 Destination port: dirgis uoP

| >

Ethernet II, src: GalilMot_20:0a:hs (00:5 C:20:0a:h5%), Dst: GwC_88:cC 5 (00:c0:a8:88:cc:25)
Internet Protocol, Src: 182.168.1.2 (1%92.168.1.2), Dst: 152.168.1.1 (19%2.168.1.1)
User Datagram Protocol, Src Port: 60007 (60007), Dst Port: dirgis (2496)
= Data (154 bytes)
Data: 8703%a00eddsffooffffffoo0000000000000000000000. ..
[Length: 154]

0000
0010
0020
0030
0040
0050
0060
0070
0080
eal=To]
00al
Q0ho
00co

6 Frame (frame), 196 bytes Packets: 2211 Displayed: 2211 Marked: 0 Dropped: 0 * ofi 2 Default
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